Dynamics 365 (dataverse)

Available

‘ @ Client Integration - VolPcube client mandatory

Introduction

This Dynamics integration works with the Microsoft Dataverse framework. This is mostly referred to as
'‘Dynamics CRM'. But can work with PowerApps based data as well.

The integration will search Accounts + Contacts and will show a pop-up

example pop-up:
¥ VolPcube

¥ +31882042200

Incoming Call
D
John User 4 a

First Name John
Last Name User
Email jehn.user@dstny.nl
phonenumber +318AZ042200

f Accounts

Dstny @ <

Configuration

The Dynamics Integration works with OAuth2.0. This means users will log in with their own credentials.
VolPcube will automatically present the login screen when required.

A one-time setup in the azure environment is needed.



e (o to https://portal.azure.com

e Goto EntralD

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services.

VAL

Manage Azure Active Directory

Azure Active Directory is becoming Microsoft Entra ID.
Secure access for everyone.
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Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.
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e Goto App Registrations > New Registration
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' . VolPoube test
Iy

| Devices

% App registrations

&} Identity Governance
e Enter the following details
* Name :identifiable name
e API Access :Accountsin this organizational directory only (single tenant)
e Redirect URT :_Web | https:/ivoipcube.nl
Register an application

* Name

The user-facing display name for this application (this can be changed later).

VolPcube ~

Supported account types

Whao can uze this application or access this 4PI7 /
@ Accounts in this organizational directory unly_-‘single tenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microseft Entra ID tenant - Multitenant) and persenal Micrasoft accounts (e.g. Skype,
Kbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI {optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios. /

Web N | | https://voipcube.nl/authorize \/|

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

e Click Register
e Note downthe Application (client) ID

HH VolPcube =

|P Eearch | « [ Delete & Endpoints E= Preview features

i overview
A\ Essentials

&b Quickstart
Display name : VolPcube
# Integration assistant — -
I Application (client) ID : 8fc18263-b191-4eb8-bd90-af3des533d0e I
Manage CObject ID . 99a2194¢-6677-4b3f-82ae-b95bf0chdeda
5 Branding & properties Directory (tenant) 1D  0ded3cc3-4e36-49c0-2726-6f2 00604152

o Supported account types : My erganization only
3 Authentication PP yp My erganization only

Certificates & secrets
o Welcome to the new and improved App registrations. Looking te learn how it's changed from App registra



ili Token configuration
- APl permissions
& Expose an API

i App roles

Get Started

48 Owners

4. Roles and administrators
[l manifest

Support + Troubleshooting
Z2 Troubleshooting

ﬂ MNew support request

e Goto Certificates & Secrets

|,D kearch

| @

B overview
& Quickstart

#w Integration assistant

Manage

& Branding & properties

%) authentication

Certificates & secrets

Il Token configuration

APl permissions

g

Expose an API

£

App roles

B

owners
& Foles and administrators

B mManifest

Support + Troubleshooting
&2 Troubleshooting

e Clickon New Client Secret

-3 Authentication

Certificates (0) Client secrets (0)

Certificates & secrets

Dacumentation

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication L
will need to be upgraded to Microsoft Authentication Likbrary (MSAL) and Microsoft Graph, Leam more

Build your apg

The Microsoft identity platform is an authentication service, ¢

access and |

P
N
>

Fall ADl-

lil Delete @ Endpoints

# Essentials
Display name
Application (client) 1D
Object ID

Directory (tenant) 1D

Supperted account types

E Preview features

: VolPcube

' B8fc18263-b191-4ebs-bd90-af3des!
: 89a32194c-6677-4b3f-82ae-be5bf0c
: 0ded3cc3-4238-49c0-3726-6fe0cht

: My organizaticn only

o Welcome to the new and improved App registrations. Looking

0 Starting June 30th, 2020 we will no longer add any new featu
will need to be upgraded to Microsoft Authentication Library

Get Started

Federated credentials (0)

Documentation

The Microsoft ident

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

ill Token configuration

-®- API permissions + New client secret

& Expose an AP Description

i App roles

Expires Value O

Mo client secrets have been created for this application.

da Owners

Secret ID



d HOIES 8NA AAMINISITATONS

e Adda Description andsetthe Expires and click add

Add a client secret X
Description | VolPcube ‘
Expiras | 730 days (24 months) N ‘

e Note down the secret Value .

@ The value is only shown once. make sure to save it!

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

Mew client secret
Description Expires Value & Secret ID

VolPcube 10/17/2025 JLiIBQ~IvAR3NJUPKETING-UF3VTXOHdmV... [ dbela3cc-73a3-423d-955b-5c6d3bf5e0f3

t

=



e Clickon API permissions > Add a permission

Applications are authorized to call APIs when they are granted permissions by users/a

&2 Pranding & properties . o o
g sprep all the permissions the application needs. Learn more about permissions and consent

3 Authentication

- -+ Add a permission | ~ Grant admin consent for Destilink BV
Certificates & secrets

) ) API / Permissions name Type Description
:l' Token configuration / P P

i

~ Microsoft Graph (1)

-2 AP| permissions

@ Expose an API User.Read Delegated  Sign in and read user profile
fL App roles
B8 Owners To view and manage consented permissions for individual apps, as well as your tenant

a. Roles and administrators

e Find Dynamics CRM and add user_impersonation andclick add permissions

A Rights M t .
O Azure Key Vault ) zure 19 anagemen /_s Azure Service Management
L& Services
Manage your key vaults as well as the Allow validated users to read and write Programmatic access to much of the
keys, secrets, and certificates within protected content functionality available through
your Key Vaults the Azure portal

— Data Export Service for #% Dynamics 365 Business

= Azure St

S ure storage Microsoft Dynamics 365 W& Central

Secure, massively scalable object and Export data from Microsoft Dynamics Programmatic access to data and

data lake storage for unstructured and CEM organization to an external functionality in Dynamics 385 Business
semi-structured data destination Central

D Dynamics CRM D Dynamics ERP ; Intune

Access the capabilities of CRM business Programmatic access to Dynamics ERP Programmatic access to Intune data
software and ERP systems data

Ij Office 365 Management APls m OneNote ’ Power Automate

Retrieve information about user, admin, Create and manage notes, lists, Embed flow templates and manage

< All APIs
Dynamics CRM

https://admin.services.crm.dynamics.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions expand

| L Start typing a permission to filter these results

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This celumn may not reflect the value in your organization, or in organizations where this app will be used. Leam
more



Permission

~/ Permissions (1)

user_impersonation (@

Access Commeon Data Service as organization users

e Click Grant admin consent for {0rganization}?

Admin consent required

MNo

‘ @ This action allows usage of the app registration for all users in the {Organization}

I
ill Token configuration + Add a permission ~" Grant admin consent for JER—

-2 API permissions . -
P APl / Permissions name Type Description

& Expose an API
~ Dynamics CRM (1)

EL App roles

Admin consent requ... Status

user_impersonation Delegated  Access Common Data Service as organization users No
& Owners
v Microsoft Graph (1)
&k Roles and administrators
User.Read Delegated  Sign in and read user profile No
Bl Manifest
Support + Troubleshooting To view and manage consented permissions fer individual apps, as well s your tenant's consent settings, try Enterprise applications.

J’ Troubleshooting

& New support request

e Finally, note down the Dynamics FQDN

@ destiny.crm4.dynamics.com/main.aspx?forceUCl=18&pagetype=apps

Assignment

e Assign the Dynamics 365 (Dataverse) Integration to the customer
e Enterthe Client ID
e Enterthe Client Secret
e Changethe Extra parameters toinclude the FQDN

e Enterthe domain . Thisisthe FQDN without https:/ prefix



