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Firewall settings for hosted telephony
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Firewall settings

In the firewall, all STP-ALG/SIP-inspection must be disabled. Also make sure, that no other SIP/VolP features

are enabled.

Incoming
From Port Protocol Service
04.127.49.224/28 5060-5061 TCP/UDP SIP/SIP TLS
04.127.49.224/28 49152-65535 UDP RTP/RTCP
94.127.50.0/32 ! 80 2 TCP Exchange
Outgoing
To Port Protocol Service
94.127.49.0/24 80 TCP HTTP
94.127.49.54 123 TCP/UDP NTP
94.127.49.55
94.127.49.0/24 443 TCP HTTPS
04.127.49.224/28 9443 TCP HTTPS
04.127.49.224/28 5060-5061 TCP/UDP SIP/SIP TLS
04.127.49.224/28 49152-65535 UDP SIP/RTCP

! Only if the Exchange calendar synchronization is enabled.

2 As default port 80 is used, but if it’s changed to another port, that port must be opened instead.
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