2/4/25, 8:45 AM VolPcube Partner Docs

Dynamics 365 Business Central

4 Available

@ Client Integration - VolPcube client mandatory

Introduction

This Dynamics Business Central integration works with a Azure App Registration.

The integration will search Contacts and will show a pop-up

Configuration

The Dynamics Integration works with OAuth2.0. This means users will log in with
their own credentials. VolPcube will automatically present the login screen when
required.

A one-time setup in the azure environment is needed.

* Go to https://portal.azure.com

e GotoEntralD


https://portal.azure.com/
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Welcome to Azure!

Dot have a subscrption? Check out the farllows g Options.

>

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services,  Azure Active Directory is becoming Microsoft Entra 1D, Get free software. Azure credit, or access Azure Dev Tools
plus 12 months of popular frée senaces, Secure access for ewerpone, for Teaching after you verdy your academic status.

Start m Learn more & m Learn more o
Azure services

+ 4 @ ® & ¥ ®\m = @ >

o

All Services (24) Resources Resource Groups

Azure Active Directory (0)

services

' b- Microsoft Entra ID

® Goto App Registrations > New Registration

Microsoft Entra App Seraces Ky vaults User settings Quickstart Virtual Storage S0L databases hione senaces
[I»] Center machines accounts
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Mew registration

O overview

B Preview features

Starting June 30th

#. Diagnose and solve problems need to be upgrac

Manage

All applications C
ﬂ, zers -
&2 Groups J Start typing a disp

l'- External Identities

.. 3 applications found
&+ Roles and administrators

Display name T

Metsuite
test
ViolPoube test

A& Administrative units
% Delegated admin partners
88 Enterprise applications

[0 Devices

8% App registrations

& |dentity Governance
¢ Enter the following details
o Name : identifiable name
°© API Access : Accounts in this organizational directory only (single tenant)

o Redirect URI : Web | https://voipcube.nl
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Register an application

* Mame

The user-facing display name for this application (this can be changed later).

[ voipcube -

Supported account types

Wiho can use this application or access this API7 /
@ Accounts in this organizational directory only AR5 nle tenant)
O Accounts in any crganizational directory (Any Microsoft Entra 1D tenant - Multitenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft acoounts (e.g. Skype,
Xbax)
O Personal Microsoft accounts only

Help me chagse...

Redirect URI (optional)
we'll retunn the authentication response to this URI after successiully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios. /

Web ~ | I hitps:/fvoipcube.nl/authorize ~

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies o'

o Click Register

* Note down the Application (client) ID

* Note down the Directory (tenant) ID
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I,“ Ii.earch | « [i[ Delete @ Endpoints [Esl Preview features
B overview

# Essentials
& Quickstart

Display name : WolPcube
#  Integration assistant — -

| Application (client) ID : Bc18263-b191-debs-bds0-af3des533d0e |

Manage Cbject ID 1 9922194¢-6677-4b3F-222e-b25bf0c0desa
E 8randing & properties Directory (tenant) ID 1 O0ded3ccl-4e36-49c0-aT26-6fe0c604fc5a
2 Authentication Supported account types : My organization only

ifi I
CeTlincales & secrets o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registra

Token configuration

= AP permissions 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication L
will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Lesrm more
& Expose an AP
B A | )
= ERpAIes Get Started  Documentation
&8 Owners
&, Roles and administrators .
Build your apg

E Manifest

The Microsoft identity platform is an authentication service, ¢
Support + Troubleshooting access and |

&
a

Troubleshooting

MNew support request . @ u . o
&3
Q = ﬂ

=1l A D=

® Goto Certificates & Secrets
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|)3 kearch

B Overview
& Quickstart

#" Integration assistant

Manage
&= PBranding & properties

—:1‘) Authentication

Certificates & secrets

* Click on New Client Secret

]

e M

Bs

| Token configuration

{I! Token configuration

- APl permissions

@b Expose zn AP

4 App roles

d& Owners

&i» Roles and administrators

M Manifest

Support + Troubleshooting

&2 Troubleshoaoting

Authenticalion

Certrheates (0)

Centificates & secrets

Client secrets (0]
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]jl Delete @ Endpoints

/. Essentials

Display name
Application (client) ID
Ohbject ID

Directory (tenant) ID

Supported account types

=l preview features

. MolPcube

© Bfc18263-b191-4ebB-bdS0-af3des!
© 8932194c-6677-4b3f-82ae-b95bflc
© Dded3cc3-4e36-49c0-a726-6felcbt

: My organization only

o Welcome to the new and improved App registrations. Lookin

o Starting June 30th, 2020 we will no longer add any new featu
will need to be upgraded to Microsoft Authentication Library

Get Started

Federated credentials (0)

Documentation

The Microsoft ident

A Secred sting Ehat the apphcation uses 1o prove 115 identity when réquesting 3 token. Also can be referred 1o a5 appheation password.

API permetisong
Expose an API

App roles

Description

Expires Warlue (2

Mo chent $ecrets hive bédn crémed for thid appheitaan.

Cramirs

« Roles and administrators

Secret 1D

e Adda Description and setthe Expires and click add

* Note down the secret Value .

Add a client secret

Description

Expires

| VolPcube

| 730 days (24 months)
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@ The value is only shown once. make sure to save it!

o Applicstion registration certificates, secrats and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federatad credentials (0)

A zecret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Mew chent sacrat

Description Expires Value (2 Secret ID

VolPFcube 1001772025 JLIBQ~IABSNIUPKBETING-UfIVTXOHdmY... 1) dbe0aldcc-73a3-4a3d-055b-5c6d3bise0fz [ (]

t

* Click on API permissions > Add a permission

Applications are autheorized to call APls when they are granted permissions by users/a
all the permissions the application needs. Learn more about permissions and consent

Branding & properties

3) Authentication

Add a permission | ~ Grant admin consent for Destilink

Certificates & secrets

) ) APl / Permissions name Type Description
Il Token configuration / yp P

~ Microsoft Graph (1)

-2 AP| permissions

& Expose an API User.Read Delegated  Sign in and read user profile

¥4 App roles

28 Owners To view and manage consented permissicns for individual apps, as well as your tenani

at» Roles and administrators

* Find Dynamics 365 Business Central .and go to delegated permisisons and
add user_impersonation + Financials.ReadWrite.all and click add

permissions
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E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within
your Key Vaults

|
weee  Azure Storage
| —

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

D Dynamics CRM

VolPcube Partner Docs

Azure Data Lake

Access to storage and compute for big
data analytic scenarics

(™) Azure Rights Management
Services

Allow validated users to read and write
protected content

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

b Dynamics ERP

r:J Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

/_s Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

Dynamics 365 Business
Central
Programmatic access to data and
functionality in Dynamics 365 Business
Central

E.T_l Intune
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C All APIs

t: Dynamics 365 Business Central
https://dynamics.microsoft.com/business-centralfoverview/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

4
| J2 start typing a permission to filter these results

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learm

more

Permission Admin consent required

' Other permissions (1)

E user_impersonation (@ N
. : o
Access as the signed-in user

~ Financials (1)

ﬂ Financials.ReadWrite.All (@ o
Access Dynamics 365 Business Central as the signed-in user

| Add permissions | Discard

¢ Click Grant admin consent for {0rganization?

(@) This action allows usage of the app registration for all users in the

{Organization}

Configured permissions
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissicns the application needs. Learn more about permissions and consent

= addapermission  « Grant admin consent for
APl f Permissions name Type Description Admin consent requ... Status
o Dynamics 363 Business Central [2)

Financials. ReadWrite Al Delegated  Access Dynamics 385 Business Central as the signed-in user No

USAT_iMpearsonation Delegated  Access as the signed-in user M

Now we need to gather environment ID's
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* Go to Dynamics Business Central

* Inthe top right click on Environment: xxxx

Environment

== Production

vailable Companies

Production

CRONUS BE vy

DSTNYBEDEMO

[y CROMUS BE

* note down the environment name
* Go to the company you want to integrate

* Click on Settings > Company Information

Environment
'@' Production ):) E:l :ﬁ}

Settings

Dynamics 365 Buginess Central
Personalize

My Settings

Company information

Assisted setup

Ardvanrad settinns

* Find and note down the company name inthe URL

10
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26-6fe0cE94fc5a/Production?company=CRONUS%20BE& page = 1&dc=08&bookmark=B_TwAAAAIT

AWS » Adfimity 03 C45P [ Metsute [ ity [ 3CX [ CRMs [ Teoks [ Usehl [ AWS [ UCseS [ syslebl [ Telepo

G

General
Mame crgZhus Bk Phone Ne. +32 (0)2 424 64 60
Address De Ring 5 VAT Registration Mo,

@ Repeat these environment id lookups for each company if you want to
configure the integration for multiple companies.

The App Registration setup can be shared across multiple company
setups.

Assignment

e Assign the Dynamics 365 (Business Central) Integration to the customer
o Enter the Client ID

o Enterthe Client Secret

o Change the Authorization Endpoint + Token Endpoint to include the

Tenant ID
o Enterthe Company Name
o Enterthe Tenant ID

o Enter the Environment Name

‘ports
cel Rt

11
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abel (apti
Augthorization Ty Parameters

0AUth2.0 Code Flow = - Constant Parameters
Authentication C-ﬁDN'Jé BE
2833e2dd-becd-ddic-aadb-a0543d2a8148 m

Scope 04ed3cc3-4e36-49c0-a726-6felc694fc5a

https://login.windows.net/04ed3cc3-4e36-49c0-a726-6felc694icSa/vauth2) .

https:/flogin.windows.net/0ded3cc3-4e36-49c0-a726-6feDc694feSa/oauth )

Production

resource=hitps./api businesscentral dynamics.com

e Click Save

* Assign the integration to users. Ence they configured the VolPcube client the
dynamics log in window will be presented. here they can log in with their own
user account.

Example

Not Available



